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Best Practices in Applying
Medical Device Risk
Management Terminology

Fubin Wu and Alan Kusinitz

ANSI/AAMI/ISO 14971:2007 defines harm as
“physical injury or damage to the health of
people, or damage to property or the environ-
ment,” hazard as “potential source of harm,”
and hazardous situation as a “circumstance in
which people, property, or the environment are
exposed to one or more hazard(s).” These
definitions are distinct in wording. However,
when used in real-world situations, confusion
frequently occurs in the application of these
terms. For example, one organization’s use of
hazard might be interpreted as a harm,
hazardous situation, failure mode, or cause by
another organization. Even within the same
organization, these terms sometimes are used
interchangeably without distinction.

Inconsistent use of these terms might not be
considered a critical issue, as long as their use
results in identification of all elements of risk
and adequate risk control measures. However,
this issue becomes critical in today’s
international regulatory environment and
complex healthcare system, in which more
stakeholders are involved in risk management,
more devices are interconnected, and the
results of one risk analysis may become input
to another risk analysis. This article illustrates
best practices in the use of these terms and
associated benefits to stakeholders, such as risk
management engineers, independent reviewers
(e.g., the U.S. Food and Drug Administration
[FDA)), healthcare institutions (and their
information technology and biomedical staff),
and ultimately patients.

Understanding Risk

Management Terminology

Although the terms in ANSI/AAMI/ISO
14971:2007 may seem simple in concept,
applying them effectively in practice can be
difficult. To address this issue, these terms have
been mapped into a framework of risk analysis
taxonomy (Figure 1). The goal is to illustrate
these terms and interrelations in a logical
fashion so that risk management engineers,
independent reviewers, and device system
integrators (e.g., hospitals) can comprehend
and apply them effectively. As a result, our
explanations can be summarized as follows.

Hazards

A hazard is a potential source of harm. It is a
potential source because harm can occur only
when people (property or environment) are
exposed to one or multiple hazards. Hazards
exist with or without medical devices and do
not have the property of probability. They are
just things (i.e., nouns without modifiers).
ANSI/AAMI/ISO 14971:2007 lists a number of
hazard categories and specific hazards in Annex
E.1. Good examples include electromagnetic
energy, gravity, radiation, heat/cold (i.e.,
temperature), loss of (therapeutic) function,
and incorrect (therapeutic) function or output.

Hazardous Situations

A hazardous situation is the circumstance in
which people (property or environment) are
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exposed to one or more hazards. Hazardous probability of hazardous situations and harms
situations have the property of probability— to which the cause can lead. Causes can be

a key component of the probability of harm. categorized in various ways. For example,

For example, releasing radiation into an causes can be categorized based on their level of

imaging room creates a hazardous situation by  effect on a device, such as system (e.g., system
exposing a patient or caregiver to the hazard of  failure modes), subsystem (e.g., software

radiation. As a less obvious but equally impor- failure modes), and basic (i.e., the initiating
tant example, providing incorrect dosage events in a causal chain leading to a hazardous
information to a clinician creates a hazardous situation) causes. They also can be categorized
situation because the clinician may take an based on their sources (i.e., basic causes),
action that exposes the patient to unnecessary such as software, hardware, environmental,

or incorrect radiation. The potential to contrib-  and use error. These categorizations help to

ute to a hazardous situation is what brings a proactively and completely identify all causes of

specific device or functionality into the realm of  hazardous situations.
risk analysis.

Best Practices
Harm and Risk

Risk is a “combination of the probability of Best Practice 1

occurrence of harm and the severity of that Best practice 1 is to distinguish hazards and
harm.” Harm is only possible when a hazard- causes. This is done by defining hazards at the
ous situation occurs. Thus, we always estimate  top level in direct relation to people, property,
the risk of harm arising from a hazardous or environment (e.g., clinical level for people)
situation. In Annex E of ANSI/AAMI/ISO so that risk analysis can be performed with a
14971:2007, a simplified diagram describes the focus on potential impact to people (property
cascade of events leading from a hazard to a and environment) and risk analysis results can
hazardous situation to harm. be structured systematically.

There are practices where certain causes
Causes (e.g., system failure modes, subsystem failure
modes, basic causes) are referred to as hazards.
This use of the term hazard isn’t technically
wrong per the definition of hazard in ANSI/
AAMI/ISO 14971:2007. However, lacking further
distinction from hazards that are at top level in

Causes are faults, defects, failure modes,
conditions, and events that can contribute to

the occurrence of hazardous situations. Causes
are specific to a device and have the property
of probability. A cause probability affects the
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Figure 1. Risk analysis taxonomy and causal chains
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relation to people (property or environment),
confusion can result. Risk is a combination of
severity and probability of harm. Harm is
physical injury or damage to people (property,
or environment).

For harm to occur, something must be
capable of producing harm. The things that can
produce harm alone when exposed to people
(property or environment) are conceptually
different from those that cannot produce harm
themselves but can contribute to the occurrence
of hazardous situations. For example, “divide by
zero” is one of the common causes for a
software failure, which can contribute to a
hazardous situation that can lead to harm. But
for the harm to occur, a specific clinical impact
(e.g., incorrect dosage therapy) that can actually
harm people (property or environment) must
be present.

A “divide by zero” software bug and “incor-
rect dosage therapy” both can be regarded as
potential sources of harm within the ANSI/
AAMI/ISO 14971:2007 definition, but “incorrect
dosage therapy” can result in harm to patients.
The software bug can cause or contribute to
various situations that may expose patients to
incorrect therapy, but many other software
bugs, hardware failures, and use errors also
could result in the potential exposure to
incorrect therapy.

If we treat every potential cause for the
exposure of “incorrect dosage therapy” as a
hazard itself, confusion with the top-level
hazard “incorrect dosage therapy” can result,
thereby complicating the risk analysis by
introducing a large number of “hazards” and
“hazardous situations.” At the same time, it
deemphasizes early focus on clinical impact
and subsequent focus on chains of events
(rather than individual causes) during product
development. From an independent review
perspective, a flat, unstructured, lengthy list of
hazards would be difficult for reviewers to
navigate in order to gain understanding of how
a device can potentially harm people (property
or environment) and what systematic risk
controls are in place to ensure safety.

Best Practice 2

Best practice 2 is including the concept of risk
causal chains and defining and identifying
harms, hazardous situations, and causes within

the context of the causal chains.

Kusinitz? states, “In general, it is better
to spend less time on refining probabilities
and risk estimates and more time identifying
hazardous situations, their potential causes and
effective risk control measures.” The concept of
risk causal chains provides an effective way to
execute this thinking. An end-to-end risk causal
chain contains harms, hazardous situations,
failure modes, and causes, including conditions
and events (Figure 1).

In the context of a specific device or health-
care system, these factors affect each other in
a cause-and-effect manner, and they all affect
the probability of harms. A harm, as one end
of a causal chain, should be specified at a level
to which a severity rating can be explicitly
assigned. Hazardous situations should be best
identified at the boundaries between a device
and patients, users, or interfaced outside
systems, in order to ensure that causes and
risk controls are focused within the scope of a
device’s capabilities.

Cause should be detailed at the level at
which one can ensure adequate risk control.
Causes can be individually sufficient to create
a hazardous situation, or they may be potential
contributing factors that are part of the causal
chains that can lead to hazardous situations and
harms within the context of a specific device
or healthcare system. Due to the complexity
of most medical devices, focusing on causal
chains (i.e., sequences of events), rather than
each cause individually, is recommended.
Controlling for each cause individually, without
also addressing causal chains and interac-
tions, lacks system-level consideration of all
risks and interactions and therefore may not
be sufficient or systematically optimized to
mitigate all applicable risks. This can lead to
unnecessary complexity in the design, which
can reduce safety.

Best Practice 3

Best practice 3 is to distinguish among different
types of causes. That is, causes of hazardous
situations should be properly categorized to
ensure adequate coverage of applicable causes.
Depending on the intended use of a medical
device and associated design solutions, differ-
ent types of causes (e.g., environmental,
software, electrical, mechanical) can contribute

Controlling

for each cause
individually, without
also addressing
causal chains

and interactions,
lacks system-level
consideration of all
risks and interactions
and therefore may
not be sufficient

or systematically
optimized to mitigate
all applicable risks.
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The completeness of
cause identification is
key to the effectiveness
of the risk management
process because it
directly affects whether
all risks are properly
identified and

to the occurrence of hazardous situations
associated with a device. The completeness of
cause identification is key to the effectiveness of
the risk management process because it directly
affects whether all risks are properly identified
and mitigated. Causes traditionally are identi-
fied through various risk analysis techniques,
including failure mode and effects analysis,
fault tree analysis, and hazard and operability
analysis. These analysis techniques provide
categorizations (e.g., design, function, use
error, process) to brainstorm and identify more
detailed causes. However, they may not
necessarily provide adequate categorizations for
all basic causes. In addition, for independent
reviewers to assess the completeness of the
cause identification, it would be more effective
to also categorize the causes from a common
sources perspective.

In the case of a medical device with embed-
ded software, common causes of software
failures are potential sources of hazardous
situations. An independent reviewer may want
to know whether these common causes are
adequately addressed. For example, the FDA
infusion pump guidance?® provides a list of
common cause categories of device failures that
may contribute to hazardous situations, and it
recommends that infusion pump manufactur-
ers provide an analysis and demonstrate how
these types of causes have been adequately
addressed.

IEC 80002-1 divides causes into two types—
specific causes directly related to the

Best Practice 4

Best practice 4 is including terms of context,
assumptions, and rationale as part of risk
analysis and requiring their inclusion in risk
management reports.

Safety is relative and subjective. Eliminating
all risks for a medical device is not possible. As
such, risk management involves a comprehen-
sive thought process (e.g., analyses, judgments,
determinations). Documenting the information
used in this thought process, in order to assess
the adequacy of the risk analysis results and
conclusions, is critical. According to Eagles and
Wu,* the assurance case method introduces the
terms of context, assumption, and argument
(i-e., rationale)—terms that can be adopted
during the risk management process to close
the information gap.

Benefits of Applying Best Practices

By defining risk management terms using the
taxonomy shown in Figure 1, we can use the
terms more consistently. In doing so, proactive
risk management activities become more
intuitive, the risk analysis process becomes more
comprehensive, and risk analysis results can be
communicated and reviewed more effectively.

Benefits to Risk Management Engineers

As illustrated in Figure 1, a desirable risk
analysis should develop a comprehensive
understanding of hazards, harms, hazardous
situations, failure modes, and causes, including

mitigated. functionality of the device (e.g., erroneous events and conditions that trigger the propaga-
calculation of radiation dosage) and common tion of cause-and-effect relationships. Adopting
causes with indirect and difficult-to-predict a comprehensive understanding early in the
impact (e.g., memory corruption)—and it process of risk analysis leads to simpler and
suggests that risk analysis should address both. ~ more effective risk control measures.
Depending on the characteristics of a particular If the approach described above is used, then
device, causes should be categorized in multi- the list of top hazards for a given device should
ple ways to ensure identification of all relevant ~ be very short. The hazard categories described
causes and to allow independent reviewers to in Annex E of ANSI/AAMI/ISO 14971:2007,
effectively assess whether causes that are including therapeutic hazards, energy hazards,
known per common knowledge (e.g., standards, ~and biological and chemical hazards, can help
guidance) are adequately covered. For risk ensure comprehensive identification. Then,
management engineers, proper categorization ~ particular hazards within each category can be
of those causes provides an effective tool for applied for a given device. From there, one can
proactively identifying risk control measures for ~enumerate scenarios in which people, property,
applicable categories of common causes or environment can be exposed to applicable
without relying on the availability of detailed hazards (i.e., hazardous situations). Given
design information. known potential hazardous situations, the need

for proper safety features (as risk control
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measures) can be identified prior to the design
phase. Because all of these activities can start as
early as the product concept phase, safety
requirements can be defined proactively. As use
conditions, product definition, and design
continue to be detailed, lower-level causal
chains and common causes of failures can be
proactively analyzed for applicability, specificity,
and corresponding risk control measures.

Benefits to Independent Reviewers

Lack of consistency in risk management
terminology can be particularly challenging for
reviewers (e.g., regulators, senior management,
risk reviewers) who are not directly involved in
design of the medical device. Determining
whether the device is acceptably safe for market
distribution becomes an important issue for
those with critical stakes in device safety. The
inconsistency issue with existing risk manage-
ment terminology makes it difficult for a
reviewer to use risk analysis results effectively
in making informed determinations and
contributes to confusion, which can lead to
differences of opinion on acceptability of

residual risk.

As described above, both top hazards and
common cause categorizations are relatively
well known across similar devices; reviewers
can use these as entry points for their review
process. With these entry points, reviewers can
navigate to further details that are device
specific. Reviewers also can use other common
knowledge such as standards and guidance
(e.g., FDA infusion pump guidance, IEC
80002-1), recalls, and adverse events to chal-
lenge whether the risk analysis is complete and
adequate. In addition, the inclusion of context,
assumption, and rationale reduces reliance on
often arbitrary severity and probability numeri-
cal ratings and makes it possible for
independent reviewers (e.g., FDA) to access the
information that is critical to understanding the
safety conclusions made by risk management
engineers and manufacturers.

Benefits to Patient Safety

By applying the best practices described above,
hazards and harms can be used more consist-
ently, which can enable multiple medical

Adopting a
comprehensive
understanding early
in the process of
risk analysis leads
to simpler and more
effective risk control
measures.
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The Healthcare Technology Foundation, a 501©3, was founded in 2002 on the principle that
achieving improvement in the safe use of healthcare technology requires diverse stakeholders to
come together in order to utilize their collective knowledge on the design,
use, integration and servicing of healthcare technology, systems and devices.

The many issues surrounding Risk Management provide an excellent example of the need for

such broad collaborations, and we are therefore enthusiastic in our support of this issue of
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Applying consistent
best practices in

risk management
terminology is essential
to analysis of a system
of interconnected

devices to be connected with a risk causal chain
analysis across the entire patient care system.
For example, consider a system to provide
blood transfusions to patients. This system
could involve several devices: blood establish-
ment software for facilitating the blood
collection/storage and tracking of individual
blood units, a blood unit dispenser in a hospital
for automatically identifying and releasing a
blood unit, other devices that may be involved
with the actual blood testing or transfusion, and
perhaps wireless-enabled information systems
providing connectivity among the devices.
Overall, one common hazard for all of these
devices is unsuitable blood (e.g., ABO-incom-
patible blood, blood containing infectious
diseases, blood processed without following
safety standards). Avoiding of the hazardous
situation of transfusing unsuitable blood, which
could cause various harms (e.g., transfusion
reaction, infectious disease), is essential. The
system hazard of unsuitable blood and associ-
ated harms can be consistently used in the risk

systems can only be assessed fully by leveraging
individual device- or system-based risk analysis.
Applying consistent best practices in risk
management terminology is essential to
analysis of a system of interconnected devices.
The risk management terms identified in
ANSI/AAMI/ISO 14971:2007 have distinct
meanings that should be used properly. The
term hazard should be defined to distinguish
clinical hazards from causes and failure
modes. Causes of hazardous situations should
be properly categorized. In addition, causal
chains, context, and assumptions should be
defined and included in risk analysis. This
will help ensure a common unders tanding,
comprehensiveness, simplicity, and consistency
in risk management and review. The consist-
ent and meaningful use of risk management
terms can benefit risk management engineers,
risk management reviewers, users, and ulti-
mately patients. B
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