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REGULATORY WRAP

Regulatory science involves using scientific 
methods to assess the safety, effectiveness, 
quality, and performance of regulated 
products. “The scientific method," according 
to Schafersman,1 "is practiced within a 
context of scientific thinking, and scientific 
(and critical) thinking is based on three 
things: using empirical evidence (empiri-
cism), practicing logical reasoning 
(rationalism), and possessing a skeptical 
attitude (skepticism) about presumed 
knowledge that leads to self-questioning, 
holding tentative conclusions, and being 
undogmatic (willingness to change one's 
beliefs).”

The increasing complexity and continu-
ously evolving nature of healthcare 
technology, as well as use conditions and 
environments, present mounting challenges 
for device developers and regulators to 
assess and ensure the safety of medical 
devices. Social, economic, and political 
demands for the timely availability of new, 
innovative, and cost-effective medical 
applications add pressure on device develop-
ers and regulators. The existing regulatory 
framework, guidance documents, and 
standards need to be continuously enhanced 
to address these demands. In doing so, it is 
crucial to apply scientific thinking to under-
stand what medical device safety means, 
what is truly important to safety, what are the 
key elements for safety assessment and 
assurance, and how developers and regula-
tors can work together to make devices 
available for patient care.

What Does a  
'Safe Medical Device' Mean?
Per the International Organization for 
Standardization (ISO) standard on medical 
device risk management, ISO 14971:2007,2 
“Safety is freedom from unacceptable risk.” 
ISO 14971:20123 further adds that (per EU 
Directive 93/42/EEC4) all reasonably foresee-
able risks should be reduced as far as 
practicable, disclosed properly, and have 

benefit-risk analyses performed to ensure 
benefits outweigh risks before concluding 
residual risks are acceptable.

Europe's new Medical Device Regulation 
(effective in 2020) states (in Annex I, General 
Safety and Performance) the following: “All 
known and foreseeable risks, and any 
undesirable side-effects, shall be minimized 
and be acceptable when weighed against the 
evaluated benefits to the patient and/or user 
arising from the achieved performance of 
the device during normal conditions of use.”5

U.S. regulation 21 CFR 860.7 states, 
“There is reasonable assurance that a device 
is safe when it can be determined, based 
upon valid scientific evidence, that the 
probable benefits to health from use of the 
device for its intended uses and conditions of 
use, when accompanied by adequate direc-
tions and warnings against unsafe use, 
outweigh any probable risks.” The regulation 
also identifies four relevant factors that 
should be considered when assessing safety 
and effectiveness: “(1) The persons for whose 
use the device is represented or intended; (2) 
The conditions of use for the device, includ-
ing conditions of use prescribed, 
recommended, or suggested in the labeling 
or advertising of the device, and other 
intended conditions of use; (3) The probable 
benefit to health from the use of the device 
weighed against any probable injury or 
illness from such use; and (4) The reliability 
of the device.”6

For the general public, it would be reason-
able to expect that a safe medical device 
should not cause unnecessary, uninformed, 
or intolerable safety issues (relative to its 
benefits) while providing the functions and 
health benefits as claimed. Having said that, 
a number of important contextual considera-
tions exist:

1.  From an engineering perspective, risk 
identification, control, and assessment 
need to be performed within the context 
of a defined device and use environ-
ment. This includes, but is not limited 
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to, adequate documentation of the 
device’s intended use, use conditions, 
design, and proof of the verified and 
validated physical device, as described 
and specified (i.e., the final device is 
verified and validated). For example, we 
cannot conclude all risks associated with 
a device are adequately identified if we 
don’t have adequate information on what 
the device is, including what it is used 
for, how it is designed, and how it is 
used. This contextual information is 
equally important for evaluating the 
benefits of using the device.

2.  Both the benefits and risks of a medical 
device have some inherent level of 
uncertainty7 and are relative to other 
existing benefits and risks (e.g., existing 
practice or technologies). Risk is a 
combination of the probability and the 
severity of a potential harm. Probability 
in this framework means the probability 
of the harm (Ph) arising from the use of 
a device (from the device user popula-
tion) during its intended use life and for 
its intended use and use conditions. Per 
the example in the informative section 
of 14971, Annex E, Ph is composed of P1 
(the probability of hazardous situation) 
and P2 (the probability of the hazardous 
situation leading to the harm) (Figure 1). 
As described by Wu and Kusinitz,8 harm 
severity and P2 should be assessed by 
people with clinical/medical back-

ground, while P1 may be assessed by 
multidisciplinary engineers. Benefits 
should be assessed based on the magni-
tude of the benefits, as well as the 
probability and duration of the benefits.9 
The probability of the benefits should 
take into consideration both the device’s 
clinical effectiveness and its capability to 
reliably perform the functions as 
needed.

3.  Reliability also is an important compo-
nent of safety and effectiveness (e.g., in 
life-supporting or -sustaining devices).10 
Traditional reliability is the probability 
that the device will function as specified, 
under specified use conditions, and for a 
specified period of time. Reliability plays 
an important role in assessing P1 because 
the assessment of P1 for a hazardous 
situation is technically the assessment of 
the failure rate of a hazardous situation 
(e.g., a life-supporting function failure 
rate). The assessment of P1 is practiced 
without strictly following the reliability 
disciplines. For example, when we rank 
the likelihood of a hazardous situation 
(e.g., incorrect dose by a drug delivery 
device), we use scales (such as "unlikely" 
or "impossible") instead of specific 
probability numbers with confidence 
levels; thus the overall probability for a 
hazardous situation (e.g., incorrect 
delivery) typically is estimated pragmati-
cally rather than logically calculated or 

Figure 1. Relationship of hazard, sequence of events, hazardous situation, and harm
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directly demonstrated by reliability 
testing results. It is understandable that a 
reliability estimate, such as quantitative 
risk assessment using probabilities, may 
not always be accurate due to the lack of 
valid methods for assessing the probabili-
ties of certain events or issues related to 
human factors or software. Nevertheless, 
reliability engineering disciplines should 
be applied to the extent that is reasonably 
practical. In contrast, the formal reliabil-
ity methods for evaluating essential 
performance (defined per IEC 60601-
1:2005, section 3.27, as “Performance of a 
clinical function, other than that related 
to Basic Safety, where loss or degradation 
beyond the limits specified by the 
manufacturer results in an unacceptable 
Risk”11), should be strictly utilized in 
order to have adequate confidence of a 
device's safety and effectiveness in 
providing the clinical functions for 
achieving the claimed benefits. For 
example, at minimum, a fault tree 
analysis should be performed for each 
essential performance function, and 
associated testing should consider all 
possible use and environmental condi-
tions, including the potential worst cases 
during the device use life. Of important 
note, the identification of a device's 
essential performance requirements 
(including the evaluation of “unaccept-
able risk”) should be performed before 
and without accounting for any risk 
mitigation.

4.  The criterion for benefits outweighing 
risks implies that the device provides the 
benefits as claimed and reasonable 
assurance exists that the risks are 
adequately identified and assessed. If the 
device does not provide any benefits, then 
any risks introduced would be unaccept-
able. If the risks are not adequately 
identified and assessed, then the claim 
that the benefits outweigh the risks may 
not be justified.12 On the other hand, if a 
device is functionally and clinically 
effective, and all risks are acceptably 
controlled, then it would be reasonable to 
conclude that the device’s benefits 
outweigh residual risks. If risks are not 
controlled to acceptable levels, then a 

benefit-risk analysis plays a key role in 
determining and justifying the risk 
acceptability. However, even in this case, 
the justification should include the 
assurance that risks are reduced as far as 
possible (the new EU MDR clarifies it as 
“without adversely affecting the bene-
fit-risk ratio”).

All medical devices have risks, and absolute 
safety does not exist. Safety and risk accepta-
bility for medical devices are relative concepts. 
For example, for certain small patient popula-
tions, the acceptable risk level may be 
different from the general public when 
weighing the benefits of a device and the 
patients' health conditions. Therefore, 
justification for risk acceptability (i.e., safety) 
is an essential part of the safety reasoning.

To summarize, safety means that, for a 
given medical device with a defined intended 
use (including intended patient population) 
and use specification, which is both verified 
and validated, reasonable assurance exists that 
possible risks associated with the device are 
adequately identified, disclosed, and accept-
ably controlled when weighed against the 
evaluated benefits. This includes the consider-
ation that safety-critical clinical functions are 
adequately defined with adequate reliability 
and that the health benefits of using the 
device outweigh the risks.

A Structured Approach for Device 
Safety Assurance and Assessment
Clarifying what a "safe medical device" means 
allows for a foundation to assess and ensure 
safety. Given the complexity of today’s medical 
devices, their use environments, and involve-
ment of multidisciplinary engineering 
sciences, it is almost impossible to verify 
safety as a whole. To tackle this issue, we need 
to take a risk-based approach and apply 
critical thinking to break down the general 
safety expectations into subelements, to the 
point that the subelements are specific 
enough that they can be satisfied with valid 
scientific evidence.

Safety Expectation Breakdown
General safety expectations can be broken 
down into more specific criteria via three 
approaches. (1) With a deterministic (deduc-
tive) approach, the breakdown can be 

All medical devices have 
risks, and absolute safety 
does not exist. Safety 
and risk acceptability 
for medical devices are 
relative concepts. 
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established based on logic. This is similar to a 
typical fault tree analysis, which is a top-down, 
deductive failure analysis based on logical 
relations of low-level events. (2) With a 
probabilistic (inductive) approach, the 
breakdown can be justified from the probabil-
ities. For example, an acceptable risk is 
justified by the probability of the harm 
occurring being extremely low. (3) With a 
qualitative (abductive or defeasible) approach, 
the breakdown is the best explanation based 
on best knowledge and, therefore, is pre-
sumed to be sufficient until there is cause not 
to believe it. For example, adequate design 
controls can be broken down into adequate 
design and development planning, adequate 
design input, adequate design output, 
adequate design review, adequate design 
verification, adequate design validation, 
adequate design transfer, adequate design 
changes, and adequate design history file. 
Table 1 illustrates an example of how general 
safety criteria can be broken down by applying 
these approaches jointly.

Identifying Supporting Data
As a regulated industry, medical device 
development creates a large amount of data 
as part of the industry’s compliance efforts. 
These data are suitable as evidence of 
compliance for quality management systems 
but are not necessarily suitable or sufficient 
to justify safety. Furthermore, it is important 
to recognize that there are process (e.g., 
14971, IEC 62304:200613) and product (e.g., 
60601 series) standards. For the areas that 
are heavily regulated through process 
standards, adequate examination of the 
process output and product itself is an 
essential element of safety assessment. For 
example, it is common for an organization to 
have records demonstrating compliance with 
62304 by following the same software 
standards of practice across its software 
projects but to experience a varying level of 
quality with software products in the field. 
Similarly, 14971 is the medical device risk 
management standard; many organizations 
don’t have issues staying compliant with it, 
but they may experience unequal safety 
results. Compliance with process standards 
helps to provide the confidence that the 
process has been followed properly, but the 
output (e.g., the software code written, the 
hazards and risk controls identified, the 
product design) attributes still need further 
examination to ensure that the process was 
effective in achieving the intended product 
objective. Table 2 provides an example of the 
types of data sets associated with each of the 
criteria.

Safety Criteria Subcriteria

Risks are adequately controlled to be 
considered acceptable.

Possible risks are completely identified.

Identified risks are controlled as far as 
possible without adversely affecting 
the benefit-risk ratio.

EP is adequately defined, verified, and 
validated.

EP reliability requirements are 
adequately defined and verified.

Benefits outweigh risks.

Table 1. Example of safety criteria breakdown. Abbreviation used: EP, essential performance.

Table 2. Safety criteria breakdown and examples of supporting data. Abbreviation used: EP, essential performance.

Safety Criteria Subcriteria Supporting Data

Risks are adequately controlled to be 
considered acceptable.

Possible risks are completely identified. Risk identification: methods and results

Identified risks are adequately controlled 
without adversely affecting the benefit-risk 
ratio.

Risks identified; risk assessment: methods, 
criteria and results; risk controls and 
validation and verification

EP is adequately defined, verified, and 
validated.

EP identification: methods and results; 
EP verification and validation: testing 
methods, acceptance criteria, and results

EP reliability requirements are adequately 
defined and verified.

Reliability requirements; fault tree analysis 
results; reliability verification results

Benefits outweigh risks. Health benefits claimed; analysis, study, 
or real-world-evidence; benefit vs. risk 
analysis report

REGULATORY WRAP
© Copyright AAMI 2019. Single user license only. Copying, networking, and distribution prohibited.



391www.aami.org/bit

Generating Structured Data  
with Justification
The use of ambiguous words such as 
“adequately” exemplifies our inability to 
directly verify safety in the same manner that 
we would verify a product requirement. The 
traditional practice for safety assessment has 
been that industry developers provide the 
data, such as those listed in Table 2, and 
regulators review and analyze the data and 
draw conclusions (Figure 2).

The challenge for regulators often is that 
the data provided are in certain formats, as a 
result of compliance, but do not point 
directly to why a desired safety conclusion 
should be drawn or how the data collectively 
support the desired conclusion. Data sets are 
growing increasingly large and complex 
commensurate with technology (e.g., 
connected devices, devices using artificial 
intelligence [AI] or machine learning 
technologies, device-drug combination 
products). The time and effort needed for 
regulators to review, connect the dots, and 
draw conclusions are challenging. This 
situation calls for developers to provide 
additional background and justification as to 
why the data supports the safety conclusion. 
This typically leads more structured data 
being provided to explain and justify the 
adequacy. Table 3 provides a high-level 

display of the justifications that can be 
provided for each safety subcriteria identified 
previously.

Figure 3 illustrates a more detailed 
example, including how a risk assessment 
report can be structured with justifications 
explaining how residual risks are adequately 
controlled.

Performing a  
Knowledge-Based Case Review
If developers can provide structured data 
with the necessary justification as 
described, then the information provided by 
the developer is more easily assimilated and 

Figure 2. Traditional safety assurance model in regulatory science

Table 3. Structured data with reasoning. Abbreviation used: EPR, essential performance requirement.

 
Safety Criteria

 
Subcriteria

Explanation and 
Justification

 
Supporting Data

Risks are adequately controlled 
to be considered acceptable.

Possible risks are completely 
identified.

Explaining why the methods 
are adequate and the results 
are correct and complete

Risk identification: methods 
and results

Identified risks are adequately 
controlled without adversely 
affecting the benefit-risk ratio.

Explaining why risk control 
is adequate, effective, and 
implemented correctly and 
effectively

Risks identified; risk 
assessment: methods, criteria 
and results; risk controls and 
validation and verification

EP is adequately defined, 
verified, and validated.

Explaining why the EPRs are 
adequate and implemented 
correctly

EPR identification: methods 
and results; EPR verification 
and validation: testing 
methods, acceptance criteria, 
and results

EP reliability requirements 
are adequately defined and 
verified.

Explaining how reliability 
requirements are defined and 
why reliability is adequate

Reliability requirements; fault 
tree analysis results; reliability 
verification results

Benefits outweigh risks. Explaining the health 
benefits, why the evidence 
is trustworthy, and why the 
analysis report is trustworthy

Health benefits claimed; 
analysis, study, or real-world-
evidence; benefit vs. risk 
analysis report

REGULATORY WRAP
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regulatory reviewers can focus more clearly 
on assessing whether the data and explana-
tion provided are sufficient, trustworthy, 
and reasonable. Regulators can apply their 
knowledge (which is not necessarily availa-
ble to the developers) to review and 
challenge as needed. As such, the regulatory 
review becomes an effective process of 
checks and balances. This approach will 
help regulators promote innovation in 
healthcare technology by empowering 
developers to create their own arguments 
for safety, rather than restricting developers 

to predefined regulatory frameworks, which 
may not necessarily be suitable to all 
technologies.

For example, for emerging healthcare 
technologies such as AI- or machine 
learning–driven medical applications, it 
may take years for the relevant industry 
standards or regulations to be fully estab-
lished. With this approach, developers can 
craft their own justification for safety with 
considerations of a device’s potential 
benefits to convince regulators rather than 
waiting for regulations to be fully ready. 

Figure 3. Example of structured safety data with reasoning. The folder icon indicates multiple subelements, the triangle/exclamation mark icon indicates 
hazards, the person falling icon indicates hazardous situations, the blue dot indicates individual evidence, S#xxxxx indicates a unique identification number, text 
in black italics indicates claims, and text in blue italics indicates risk control.

REGULATORY WRAP
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This will encourage developers to do their 
own thinking to assess and ensure safety; it 
also provides opportunity for the regulators 
to continuously build their knowledge base 
and stay current as the industry advances.

Summary
Scientific thinking involves the application 
of empirical evidence, logical reasoning, 
and a skeptical attitude toward a subject. In 
practicing regulatory science to assess and 
ensure the safety of medical devices, 
regulators and developers can collabora-
tively practice this scientific (and critical) 
thinking.

As shown in Figure 4, industry partners 
and regulators can establish a common 
safety assessment and assurance frame-
work. Using this construct, developers can 
provide structured data-driven evidence, 
including reasoning, and the regulators can 
perform knowledge-based review and 
critical thinking to balance risk with 
benefits and draw regulatory conclusions. 
With data and reasoning being structured, 
the reviewers can productively perform a 
high-level review of the safety argument, 
followed by detailed reviews on high-risk or 
randomly sampled areas. This is important 
considering that regulators' reviews are 
time constrained, and it may not be practi-

cal at times for regulators to review every 
detail.

This type of collaborative scientific 
thinking can bring developers and regula-
tors to the same conclusion in terms of 
what is important to safety, what developers 
should do, how to share information, and 
what (and how) regulators should examine 
in the review—resulting in a safety val-
ue-added process. For complex or 
innovative medical products using emerg-
ing technologies (for which many questions 
may exist), this collaborative scientific 
thinking–based method provides a solution 
to reduce regulatory burden and time to 
market.

Some international standards and Food 
and Drug Administration (FDA) initiatives 
have used this scientific thinking–based 
method. Examples include the technical 
information report AAMI TIR38:2019,14 
infusion pump total product life cycle 
guidance from the FDA's Center for Devices 
and Radiological Health,15 FDA's Accredita-
tion Scheme for Conformity Assessment,16 
FDA's Knowledge-aided Assessment & 
Structured Application,17 IEC/TR 80001-2-
9:2017,18 and ANSI/AAMI/UL 2800-1:2019.19

As healthcare technology continues to 
advance rapidly, the application of scientific 
thinking in regulatory science is key to 

 

Decision 

Establish common ground 

Collaboration 

Data  

Structured data with 
reasoning by the developer 

Knowledge-based review 
by the regulator 

Figure 4. Safety assurance model in regulatory science
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For complex or 
innovative medical 
products using emerging 
technologies (for which 
many questions may 
exist), this collaborative 
scientific thinking–
based method provides 
a solution to reduce 
regulatory burden and 
time to market.
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reducing time to market and promoting 
innovation while ensuring medical device 
safety.
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